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Introduction Wizard step 1 - Start
Ciphermail for Android allows you to This wizard will help you configure the
send encrypted email using your email required settings for CipherMail. This
account of choice. Click here for more wizard can be canceled by clicking the
info. back button.
Click here for more detailed setup The wizard can be rerun by clicking
instructions. Setup wizard in the menu of the settings

page.

Stop showing this Go to app
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Wizard step 2 - Account Wizard step 3 - SMTP settings

The sender email address is the email If you want to setup your SMTP server,
address you will be sending from. press SMTP Setup. If you want to do this
later, press Skip this step.
Sender:

@gmail.com SMTP Setup

Skip this step
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Google TERERBAEICL TV A HAEWE T TVHD AV — REER LTI ZTANE T, step4 25
AEAAE DR E TS, 4Ol self signed certificate, 2% b 4 LA LEEHE ] %#1E2% DT Next
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SMTP settings Wizard step 4 - Certificate

Host:

smtp.gmail.com

A certificate with a private key is
required. A self-signed certificate
can be created for you. If you
already have a certificate or would

Port...

587 like to use a certificate issued by
another CA, you can skip this step.

Authenticate

Skip this step

Username:

password
©

Enable StartTLS
D StartTLS required
[ Enable sSL/TLS

[J skip SSL trust check

NTLM domain:

Connection timeout (sec.):

30

Timeout (sec.):

@ Back... Next... @
30
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Wizard step 4 - Generate certificate

A valid email address and name is
required for the certificate.

Email:

@gmail.com

Name

k )

@ Back... Next... @

827 O &8 .

CipherMail

=, The key store password has not
) been set. Please select a new
password.

New password
©®©

1 2 3 45 6 7 8 90



CZTWVoZATA T —FIIKTITE2DTAA YR =2 — 12k D T, Z T Certificates & Keys %
EIRL E3,

14270@B® - 830@ O & ™ -

Wizard step 6 - Finish CipherMail

The wizard has finished. The wizard can Compose message
be rerun by clicking Setup wizard in the

menu of the settings page. .
95 pag Certificates & Keys

Root certificates

Certificate Revocation Lists
Certificate Trust List
Search certificates
Settings

Send My Certificate

Open message

@ Back... Finish
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Certificates and keys (1) 3 CipherMail compose message

[:‘ Encrypt Sign Bec to self

@me.com

test

Sent with CipherMail for Android.
Please excuse my brevity.
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CipherMail

@ Enter the key store password g Message was sent

The message was successfully sent

Password
| ©

12 3 45 6 7 8 90
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Sent with CipherMail for Android. Please excuse my brevity.

SIMIME O~ — 2% 2V 27332 25K TAHLALIHETHAZnbh D F9,

AvtE—-SotFaVUFr - S/MIME
8 FUILBRHNELL B EHA

Ay E—JILTFVANBENTENTVETH, BUMLEATIEHD
FtA. &
Ayt —JOBERICFERINCEASORITE I OENOIAER =
TEr LTEHELTULWRVLWERIIRTT.

A

i}
A=NLFFLZX: | @gmail.com
SEFAEORITE:
ERiAEERT
AwEg=—J3BESEIhTVEEA

Awt—JIEEFICESETA TV ER A, BEEETICr>9—
Ty FCEGBETNERIIEERICHAICBERZTNSEHEENBD F 132
En

S/MIME £}

@me.com flITIZZ DX v = IZS/MIME BHL L TRELE T, 2hHDFHAFEZXS7DTT,



Android il ClZ@me.com 7 5% 5 11723R 5% BlueMail Tiider 25 R X 3, smime.p7s £\ 5 ¥

7 7 4 V5 SIMIME B4 X 0WZAEHE RO T, Zhz 2 Y v 73 % & CipherMail 35 < T,
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SZISHH CipherMail import certificates
e test
Store to import to
=) <A _
) oo certificates
To: @gmail.com

1d FHEENY S —

X

O root

Import Certificates
FILE.

test

@gmail.com wrote on 2023/09/03

8:32:

Sent with CipherMail for Android. Please excuse
my brevity.
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CipherMail Certificates and keys (3)

Import finished

2 certificates were imported

C=IT,ST=Bergamo,L=Ponte San
Pietro,0=Actalis S.p.A.,CN=Actalis Client
Authentication CA G3

C=IT,L=Milan,0=Actalis S.p.A./
03358520967,CN=Actalis Authentication Root
CA
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CipherMail compose message

Encrypt Sign Bcc to self

iy =aligin(@me.com

encrypt test

test

Sent with CipherMail for Android.
Please excuse my brevity.

@me.com {8 Thunderbird T#HLP LA RD X512, BbrALEE2EETETHD LT,
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Wizard step 4 - Certificate Certificates and Import keys

Import certificates

A certificate with a private key is
required. A self-signed certificate
can be created for you. If you
already have a certificate or would Create new key
like to use a certificate issued by

another CA, you can skip this step.

Skip this step

Export certificates & keys

@ Back... Next... @
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CipherMail

CipherMail import keys CipherMail

The key store password has not Import finished
been set. Please select a new

Browse...

password. )
3 new keys and certificates were
password New password imported
................ © o :
Repeat password
©

.........

Import Keys

12 3 45 6 7 8 90 123 456 178 90
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Settings ##E X, X 51T Account IZfT X 3,
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Certificates and keys (3) 3 Settings
Account
!
SMTP
) S/MIME
C=IT,ST=Bergamo,L=Ponte San
Pietro,0=Actalis S.p.A.,CN=Actalis Client Key store
Authentication CA G3
! CRL

LDAP servers

C=IT,L=Milan,0=Actalis S.p.A./
,CN=Actalis Authentication Root

CA General



Select signer Z# L T, @gmail.com OFFHE%EUL F 3,
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Account settings Select a certificate (1)

Sender:
@gmail.com !
Sign C=IT,ST=Bergamo,L=Ponte San
Pietro,0=Actalis S.p.A.,CN=Actalis Client
Encrypt Authentication CA G3
Bcc:
[:] Send Bcc

Add signature line

Signature line

Sent with CipherMail for Android.
Please excuse my brevity.

Save




L, TAMX=LREAS LT, 7Hv Y MSAEAZE T 72 D12 Certificate missing 12

BoTLEWET, GFIHED search ICEATHAHOND TR A, ZOBFRIEINLLDDHAE ST,
BHZ % Certificate Trust List ¥ W5 d DI Z 2 BN H 2 DTTH, ZD7=DIIFFEHED
thumbprint Z %12 £ 225% D ¥ 3, Certificte and keys HiE 2 & 2 FHZE S LT,
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A Certificate missing

A valid certificate for ks
Wadem@gmail.com is not available. If
you do have a certificate for recipient,

please check that the dots in de address
are in the right place. Would you like to
search for the certificate?

1446 0 @ B @ -

Certificates and keys (3)

! No Email

C=IT,L=Milan,0=Actalis S.p.A./
03358520967,CN=Actalis Authentication Root
CA

! O~ @gmail.com

CN= @gmail.com
C=IT,ST=Bergamo,L=Ponte San
Pietro,0=Actalis S.p.A.,CN=Actalis Client
Authentication CA G3

! No Email

C=IT,ST=Bergamo,L=Ponte San
Pietro,0=Actalis S.p.A.,CN=Actalis Client
Authentication CA G3
C=IT,L=Milan,0=Actalis S.p.A./

,CN=Actalis Authentication Root

CA

Ak
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. .
Certificate detail NN < R A @

Objectldentifier (1 14l)
Export certificate Sequence
Sequence
Objectldentifier(1 an

Export certificate chain

IA5String(https:/www.actalis.it/area-download)
Copy details to clipboard

critical(false) 21 & value =
Sequence
Objectldentifier(*. 38 0.2.5 1.8 =)
Objectldentifier(1 i)
critical(false) « Mvalue =
Sequence
Sequence

Tagged [CONTEXT 0]
Tagged [CONTEXT 0]
Tagged [CONTEXT 6] IMPLICIT
DER Octet String[55]

critical(false) M value = DER
Octet String[20]

critical(true) KeyUsage: OxaO

Thumbprint:
] ] B 91DE
Failure: Error building certPath. There are no
roots.
Status: invalid
CRL dist. points:
@ S :
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JefEa ¥— L THE /2 thumbprint ZX—2Z b LT Add 2 L 3,
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Add CTL entry

Certificate Trust LiuNiRycrigaues

Certificate thumbprint

Status:
whitelisted  ~

[ Allow expired
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Certificate Trust List
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CipherMail

encrypt test

85 <)§ ) Enter the key store password
To: @gmail.com
ST ANy F—
e ®
TFAMEU

1 2 3 4 5 6 7 8 9 0
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CipherMail view message :

@ AES128, Key size: 128
Signed by: @me.com
S/MIME layers »

ESELe Xy -

Mk
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